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Presentation Roadmap

ÅWhatôs the Problem?

ÅThe Work Load on the Security Guy.

ÅAn Idea is Hatched.

ÅWeôve Done Some Work.

ÅWhy ImageNow?

ÅWhatôs the Future Vision?

ÅYou Have Questions ïWe Have Answers!
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A Little Background on WSUôs Systems

ÅRunning Oracle Database 11G R2

ÅEllucianôs Banner ERP

ÅActive Directory & CAS Authentication

ÅMicrosoft Exchange/Outlook Email

ÅMicrosoft Reporting Services

ÅImageNow Imaging System
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Whatôs the Problem?
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Whatôs the Problem?

ÅFERPA

ïWho really needs access to student data?

ïHow do we know when their role changes?

ÅTerminations

ïWho is terminated?

ïHow did they terminate?

ÅTransfers

ïWho moved jobs?

ïWho is using what account?
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Whoôs Driving the Project?

ÅProject Initiated by Registrar

ÅMeetings include

ïwŜƎƛǎǘǊŀǊΩǎ hŦŦƛŎŜ

ïHuman Resources

ïPayroll

ïFinancial Operations

ïInformation Technology Services (ITS)

ÅITS is Not Driving the Project
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Workload of the
Security Guy
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Pre -Automation effort

The current method used to handle security requirements 
of employee transfers and terminations is labor intensive

ÅSeveral manual tasks are involved

ï Identifying current access

ïDocumenting current access

ïRunning query to confirm their terminated status

ïLooking for special requests to retain their access

ïRemoving current access
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Pre -Automation effort

ÅMultiple systems & types of access must be addressed

ïBanner Oracle Roles

ïBanner Security Classes

ïBanner Direct Grants

ïBanner Business Profiles

ïBanner Relationship Management accounts and roles

ïWeb Tailor roles (ePAF, Effort Certification, Travel, etc.)

ïOperational Data Store accounts, Oracle roles and direct grants

ïReporting Services AD Groups

ïWeb Flags (used for our Web apps and portal option access)

ïOthers as they are added (DegreeWorks, Recruiter, etc.)
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Pre -Automation effort

ÅSensitive data in several instances multiplies the effort

For example, in the case of Banner, access must be removed 
in each of the following database instances:

ïPROD

ïPPRD

ïTEST

ïAPPDEV

This quadruples the effort and opportunity for error
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Pre -Automation effort

ÅThis effort is required for 2,000-3,000 employees

ïAs they leave the University

ïAs they change job role within their department

ïAs they transfer from department to department

ïAs new departments and reorganizations occur

ïAs new functions and software are adopted
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Pre -Automation effort

Some drawbacks of the current method

ÅTime consuming manual effort affects responsiveness

ïCannot work the terminated employee list as often

ïAccess change requests wait while I am completing that

ÅTedious manual effort is error prone

ïEasy to not identify and document all of their access

ïConsequently, easy to not remove all of their access
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Pre -Automation effort

ÅManually created access history has drawbacks

ï Is not easy to search

ï Is not easy to share with a broad audience

ïPoor at documenting access changes over time for an individual

ïNot as accurate as documentation produced programmatically and 
stored to a database
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Pre -Automation effort

ÅSummary of the justification for a Framework for 
Managing Security Access Across Multiple Systems

ïAutomation is more timely

ïAutomation is more accurate

ïAutomation is more efficient

ïAutomation frees up time for a quicker response to access requests 
and for monitoring

ïAutomation provides detailed audit trail of access changes

ÅThis is the type of welcomed capability we are about to 
learn more about
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An Idea is Hatched
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Started Kicking Around Ideas

ÅStart Small / Start Easy

ÅAbsolutely Terminated Employees

ÅTransferred Employees

ÅProof of Concept Sending Email

ÅAlways Political Issues
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Letôs Whiteboard It!
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The Flowchart Decoder Ring

Banner Objects

Custom Objects Already Written

Custom Objects We Need to Write

Third Party Product
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Perhaps This is Easier to Read

Employee Data Table

(PEBEMPL)

Database Trigger Database Code Package 
for Security Review

Email

Security Review
Event Table
(GWBSRVW)

Email 
Budget Officer

WSU Database
Email Package

ImageNow
Workflow

Oracle Sequence

Security Review
Reason Table
(GWVSRTY)

Security Review

Event Items

Systems with 

Security

System 

Custodians
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Weôve Done Some Work
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Developed Database Trigger

ÅDatabase Trigger on Employee Data Table (PEBEMPL )

ïDetects when employee is terminated

ïDetects when employee transfers to a new department

ïDetects when employee is put on administrative leave

ïDetects when employee goes on long term disability

ïDatabase Trigger calls functions in database code package to 
add security review record and send email(s)

Employee Terminates/
Employee Transfer Depts

(PEBEMPL)

Database Trigger

Database Code Package 
for Security Review
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Underlying Custom Tables

Å GWBSRVW - Security Review Base Table

ïTable stores employee id, employee pidm, type of change, create date, 
review date, event date, status, old value, new value

Å GWVSRTY ïSecurity Review Change Type Validation Table

ïΨ9at¢Ω ςEmployee Termination

ïΨ9Ih/Ω ςEmployee Home Department Transfer/Change

ïΨ99[¢Ω ςEmployee Long Term Disability

ïΨ99![Ω ςEmployee on Administrative Leave

Security Review
Event Table
(GWBSRVW)

Oracle Sequence

Security Review
Reason Table
(GWVSRTY)
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Employee Terminates

Å Record added to Security Review Table (GWBSRVW)

Å Email generated to security administrator when an employee 
terminates
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Employee Transfers To New Department

Å Record added to Security Review Table (GWBSRVW)

Å Email generated to budget officer of dept employee is leaving (html).
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Employee Transfers To New Department

Å Email generated to ImageNow (plain/text).
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Why ImageNow?
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ImageNow ïHome Org Changes

ÅRetain copy of email sent to Budget Officer

ÅAllows a reviewer to determine if a true change 
has occurred.

ÅAllows workflow capabilities

ïHold changes for review for five days

ïRoutes changes to all departments

ÅCaptures Budget Officerôs reply email
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Whatôs the Future Vision?


