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Running Oracle Database 11G R2

ElIl uci andos Banner ERP
Active Directory & CAS Authentication
Microsoft Exchange/Outlook Email

Microsoft Reporting Services

ImageNow Imaging System
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FERPA
Who really needs access to student data?
How do we know when their role changes?
Terminations
Who is terminated?
How did they terminate?
Transfers

Who moved jobs?
Who is using what account?
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Project Initiated by Registrar

Meetings include
wWSIAAUNI NQA hFFAOS
Human Resources
Payroll
Financial Operations
Information Technology Services (ITS)

ITS is Not Driving the Project
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Workload of the
Security Guy
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Pre -Automation effort

The current method used to handle security requirements
of employee transfers and terminations is labor intensive

Several manual tasks are involved

ldentifyingcurrent access
Documentingcurrentaccess

Running query to confirm their terminatesiatus
Looking for special requests to retain thatcess
Removing currenaccess
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Pre -Automation effort

Multiple systems & types of access must be addressed

Banner Oracl®oles

Banner SecuritZlasses

Banner DirecGrants

Banner BusinedBrofiles

Banner Relationship Managemestcounts andoles

Web Tailor roles (ePAF, Effort Certification, Travel, etc.)
Operational Data Store accountSracle roles and diregrants
Reporting Services ABroups

Web Flags (used for our Web apps aadtal option access)
Others as they are added (DegreeWorks, Recruiter, etc.)
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Pre -Automation effort

Sensitive data in several instances multiplies the effort

For example, in the case of Banner, access must be removed
In each of the following database instances:

PROD

PPRD

TEST

APPDEV

This quadruples the effort and opportunity for error
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Pre -Automation effort

This effort is required for 2,000-3,000 employees

As they leave the University

As they change job role within thedepartment
As they transfer from department to department
As new departments and reorganizations occur
As new functions and software are adopted
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Pre -Automation effort

Some drawbacks of the current method

Time consuming manual effort affects responsiveness

Cannot workhe terminated employee lishs often
Access change requests watbile lam completinghat

Tedious manual effort is error prone

Easy to not identify and document all of tharcess
Consequently, easy to not remove all of their access
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Pre -Automation effort

Manually created access history has drawbacks

Is not easy t@earch
Is not easy to share with a broadidience
Poorat documentingaccess changes over time fmindividual

Not as accurate as documentation produced programmatically and
stored to adatabase
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Pre -Automation effort

Summary of the justification for a Framework for
Managing Security Access Across Multiple Systems

Automation is more timely
Automation Is nore accurate
Automation is nore efficient

Automationfreesup time fora quicker response to access requests
and for monitoring

Automation providesletailed audit trail of accesshanges

This Is the type of welcomed capability we are about to
learn more about
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An ldea Is Hatched
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Started Kicking Around ldeas

Start Small / Start Easy
Absolutely Terminated Employees
Transferred Employees

Proof of Concept Sending Email
Always Political Issues
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The Flowchart Decoder Ring

Third Party Product
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Perhaps This Is Easler to Read
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Developed Database Trigger

Database Trigger on Employee Data Table (PEBEMPL )

Detects when employee is terminated

Detects when employee transfers to a new department
Detects when employee is put on administrative leave
Detects when employee goes on long term disability

Database Trigger calls functions in database code package to
add security review record and send email(s)
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Underlying Custom Tables

GWBSRVW - Security Review Base Table

Table stores employee id, employee pidm, type of change, create date,
review date, event date, status, old value, new value

GWVSRTY 1 Security Review Change Type Validation Table
WO a ¢ Enfployee Termination
W9 | khEnRloyee Home Department Transfer/Change
P 9 9¢[Emiloyee Long Term Disability
W9 9cEMmpPloyee on Administrative Leave
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Employee Terminates

Record added to Security Review Table (GWBSRVW)

Email generated to security administrator when an employee
terminates

Terminated Employee on PEAEMPL Requiring Security Review 2014/03/03: 00000020 - Message (Plain Text)

. ﬁl\ﬂeeting 2 Security {2, To Manager N4 Rules v Y [ % & Find (3]
4 lanore x —ﬁ]' _ﬁl] —53? b 4 ;Dw Ju Y & Y" a& ) <

2 Team E-mail B ﬂ OneNate Related =

- @

» Delete | Reply Reply Forward N i — | Move Mark Categorize Follow | Translate Zoom
&J””k Al ‘f‘k Morew | [a Reply &Delete " Create New T [ Adions | pread - Up- <y select~
Delete Respond Quick Steps 1 Maove Tags 1 Editing Zoom
From: noreply @wichita.edu Sent:  Mon 2/17/2014 8:06 AM
To #| Tittel, Shelly
Co

Subject: Terminated Employee on PEAEMPL Requiring Security Review 2014,03/03: 00000020

Tittel, Shelly R (C37BE823) has been terminated on PEAEMPL with termination date of 02/17/2014.
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Employee Transfers To New Department

Record added to Security Review Table (GWBSRVW)

Email generated to budget officer of dept employee is leaving (html).

s = | &« F H= RE: Access Remowal for Transferred Employee: 2014,/05/20: 00000001: emily.geer@wichita.edu - Message (HTML)

Message

x Y 3 $ Bl Meeting  [[23 security 3 [ Rules - (¥ Mark Unread E-la 34 Find

. ¢ — ';Tj M - & To Manager — )E OneMote  B5 Categorize - 2 5 2n Related -
%Junkv Delete Reply Reply Forward . R Move . Translate
All =2 More ~ (= Team E-mail - ] Actions ~ | ¥ Follow Up ~ - Ly Select
Delete Respond Quick Steps Mave Tags Editing

From: noreply @wichita.edu Sent:
To: UCATS App Test
Co
Subject: RE: Access Removal for Transferred Employee: 2014,/05/20: 00000001: emily.geer@wichita.edu

#52+ IMPORTANT ***
Lois Tatro,

You are receiving this automated email because employvment records for Emily Beth Geer have been updated.
indicating that this emplovee has moved out of department, 101510.

Standard procedure is to remove security for the employvee's old position within 14 days. 'Security' refers to access to
any of the following:

Student Related: Advising Information, Schedule and Catalog Forms, Advisor and Faculty gqueries to student unofficial
transcripts and degree audit through Self-Service Banner. Student Reports

Finance Related: Purchase Requisition entry and/or approval. Financial information from Self-Service Banner, Imaged
Documents for Research, Travel and Expense System, Finance Reports

Emplovee Related: Timekeeping. EPAF entrv and./or approval. Emplovee or HR. Reports

We do understand that there mav be reasons that vou want the emplovee to retain their current access for a longer
period.

If vou would like to r

guest an ex of the employee's access beyvond 14 days, simply REPLY to this email and

indicate the date on which vou would like access removed. NO REPLY to this email will invoke standard procedures and

access will be removed in 14 days.
We appreciate wour response to this matter.

Security Access Team
Wichita State University
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Employee Transfers To New Department

Email generated to ImageNow (plain/text).
W & s dls T AW Access Removal for Transferred Employee: 2014/05/20: 00000010: shelly.tttel@wichita.ecu - Message (Plain Text) T [ [ |

File Message &3 e

Meeting (32 Security 3 To Manager 5% [ Rules - » M a}’ 4 Find (3]
% Ignore il | E 3 o .
x & = _")" - « Done Hl ] oneNote | S & b Related - A

= Team E-mail
+ Delete Reply Reply Forward -, - _ Maove Mark Categorize Follow | Translate Zoom
&Junk All w" More = =& Reply & Delete 7 Create New ¥ - j Actions = | Unread - Up - . l3 select~
Delete Respond Quick Steps 1 Move Tags 1 Editing Zoom

© Extra line breaks in this message were removed.

Fram: #| Linehan, Blaine Sent: Tue 5/6,/2014 3:29 PM
To: #| Tittel, Shelly
Cc
Subject: FW: Access Removal for Transferred Employee: 2014/05/20: 00000010: shelly.tittel @wichita.edu
*%% TMPORTANT *++ E;
rs

David Wright,
You are receiving this automated email because employment records for Shelly Renee Tittel have been updated, indicating that this employee has moved out of department, 102144.
Standard procedure is to remove security for the employee's old position within 14 days. 'Security’ refers to access to any of the following:

Student Related: Advising Information, Schedule and Catalog Forms, Advisor and Faculty gueries to student unofficizl transcripts and degree audit through Self-Service Banner,
Student Reports

Finance Related: Purchase Regquisition entry and/or approval, Financizl information from Self-Service Banner, Imaged Documents for Research, Travel and Expense System, Finance
Reports

Employee Related: Timekeeping, EPAF entry and/or approval, Employee or HR Reports
We do understand that there may be reasons that you want the employee to retain their current access for a longer period.

If you would like to reguest an eXxtension of the employee's sccess beyond 14 days, simply REPLY to this emzil and indicate the date on which you would like access removed. HNO
BEPLY to this email will inwvoke standard procedures and access will be removed in 14 days.

We appreciate your response to this matter.

Security Access Team
Wichita State University
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ImageNow 1T Home Org Changes
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Retain copy of emall sent to Budget Officer

Allows a reviewer to determine if a true change
has occurred.

Allows workflow capabilities
Hold changes for review for five days
Routes changes to all departments

Captures Budget Offilcer
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